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Introduction

Before a new technology can be used commercially on a large scale, first some practical experience
has to be obtained. This is usually done in testbeds, where commercial hardware is used under
realistic conditions.

As described in the previous WiN-Lab Research PQC versus QKD, Quantum Key Distribution (QKD) is
somewhere between laboratory and commercial use. While commercial devices are already
available, there are still some open questions. Therefore, testbeds are being set up worldwide to gain
practical experience for commercial operation.

This document provides an overview of testbeds in the period 2020 to early 2024. These are not
controlled laboratory experiments, but QKD realizations between field experiment and commercial
network. If possible, network setups with commercial devices, long test durations and high
application relevance are described. The focus is on the technologies and network topologies used,
the desired goals, the actors involved and the current status (active/in development or planning).
While for Germany as far as possible all currently running projects were considered, only selected
projects could be considered at the European and especially global level. It is a very dynamic field in
which it is virtually impossible to take all aspects into account.

Comparable documents describing selected testbeds up to 2019 and 2022 respectively are: Quantum
key distribution in-field implementations issued by the European Commission and Recent Progress in
Quantum Key Distribution Network Deployments and Standards by M. Stanley et al..



https://doi.org/10.2760/38407
https://doi.org/10.2760/38407
https://doi.org/10.1088/1742-6596/2416/1/012001
https://doi.org/10.1088/1742-6596/2416/1/012001
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Germany

In Germany, there is a lot of activity in (basic) research in the field of QKD. Examples of this are
research projects in the Fraunhofer and Max Planck Societies but also at various universities and
universities of applied sciences. However, there are comparatively few commercializations in the
form of start-ups, and although there are several small, independent testbeds, there is a backlog
compared to other countries such as England, Italy or China.

Germany was or is involved in various European QKD projects such as OpenQKD or EuroQCl and there
are also national projects such as QuNET.

In addition to the following overview of testbeds in Germany, the homepage of the umbrella project
Quantum Communication Germany (SQuaD) is also a good starting point for information in this area.



https://qunet-initiative.de/
https://www.squad-germany.de/
https://www.squad-germany.de/
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DemoQuanDT

Description:
long-range QKD connection with 18 Trusted Nodes between Berlin and Bonn (approx. 600 km);
presumably CV QKD (KEEQuant)

Goals:
- research, development and demonstration of secure and cross-network QKD network
management
- establishment of a reference laboratory for preparatory tests on the grid compatibility of
QKD devices and interface compatibility
- construction of a quantum communication test track with fiber optic infrastructure that
closely resembles existing telecommunications network
- demonstration of the entire information processing chain from hardware to application
- testing the resilience of the QKD network in the event of a fault
Status:

testbed active (schedule given in [0]), project duration: 01/2022 - 12/2024

Participants:
ADVA Network Security GmbH, Deutsche Telekom Technik GmbH, Darmstadt University of Applied
Sciences, KEEQuant GmbH, Rohde & Schwarz Cybersecurity GmbH, Technical University of Darmstadt

Websites and articles: project website
Further information and papers:

- presentation slides 2023-11-07
- overview poster 2023-06-05
- [0] presentation slides 2022



https://www.forschung-it-sicherheit-kommunikationssysteme.de/projekte/demoquandt
https://datatracker.ietf.org/meeting/118/materials/slides-118-qirg-3-demoquandt-controlling-quantum-key-distribution-networks-00
https://ucs.h-da.io/uploads/2023-06-05-Poster-DemoQuanDT-HDa.pdf
https://www.ecoc2022.org/images/SpecialProgramme/QKD_Symposium/OlegNikiforov.pdf
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Free-Space Link Jena

Description:
free space QKD connection in Jena (approx. 1.7 km) with compact QKD devices; EB QKD (Quantum
Optics Jena)

Goals:

- demonstration of a quantum-secured video conference

- free space QKD in daylight

- heterogeneous test track: coupling of free space with fiber optics (e.g. Jena-Erfurt Fiber Link)
- developing more efficient and cost-effective hardware

Status:
repeated field experiments, project duration (QuNet): 10/2019 — 12/2026

Participants:

Abbe Center of Photonics, German Aerospace Center, Fraunhofer Institute for Applied Optics and
Precision Engineering IOF, Fraunhofer Institute for Telecommunications HHI, Friedrich-Alexander-
Universitdt Erlangen-Niirnberg, Max Planck Institute for the Science of Light, Quantum Optics Jena
GmbH; Part of QUNET

Websites and articles:

- press release on successful field experiment 2023-07-28
- press release on successful field experiment 2022-11-23

- press release on successful demonstration 2021-08-10

Further information and papers:

- paper with details on Free-Space Link Jena field experiment 09/2023
- paper with details on the used technology 06/2021



https://www.iof.fraunhofer.de/de/presse-medien/pressemitteilungen/2023/QuNET-Schluesselexperiment-2023.html
https://www.iof.fraunhofer.de/de/presse-medien/pressemitteilungen/2022/quantenteststrecke-stadtwerke.html
https://www.iof.fraunhofer.de/de/presse-medien/pressemitteilungen/2021/erste-quantengesicherte-videokonferenz.html
https://doi.org/10.1038/s41534-023-00754-0
https://doi.org/10.1117/12.2599163
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Jena-Erfurt Fiber Link/Q-net-Q

Description:

extension of the existing long-range QKD connection between Jena and Erfurt (approx. 75 km) by
additional connections to Nordhausen, Sundhausen and Jena University Hospital (approx. 150 km in
total), and plan for connection via Trusted Nodes to Berlin (>240 km) and Frankfurt am Main (>195
km); presumably EB QKD (Quantum Optics Jena)

Goals:

- field test of Quantum Optics Jena GmbH QKD system in existing optical fibers (Jena-Erfurt
Fiber Link)

- integration of QKD into existing information and communication technology systems and
utilization for various fields of application (Q-net-Q)

- testing the application potential of QKD for telemedicine software (Q-net-Q)

Status:
field experiments on Jena-Erfurt Fiber Link, network expansion still under construction, project
duration (Q-net-Q): 03/2023 - 08/2025, project duration (QuNet): 10/2019 — 12/2026

Participants:
Fraunhofer Institute for Applied Optics and Precision Engineering IOF, Nordhausen University of
Applied Sciences, Quantum Optics Jena GmbH, Jena University Hospital; Part of QUNET and Q-net-Q

Websites and articles:

- scientific article on expansion 2023-09-01
- press release on expansion 2023-08-31
- press release on successful field experiment 2022-09-21

Further information and papers:

- paper with details on Jena-Erfurt Fiber Link field experiment 09/2023



https://pro-physik.de/nachrichten/erfurt-wird-knotenpunkt-fuer-quantenkommunikation
https://www.iof.fraunhofer.de/de/presse-medien/pressemitteilungen/2023/Startschuss-Q-net-Q-2023.html
https://www.iof.fraunhofer.de/de/presse-medien/pressemitteilungen/2022/quantenschluessel-erfolgreich-ausgetauscht.html
https://doi.org/10.1109/CLEO/Europe-EQEC57999.2023.10231446
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Munich Quantum Network (MuQuaNet)

Description:
QMAN in Munich with 10 nodes (>50 km in total); DV QKD (/DQ) and EB QKD (Quantum Optics Jena),
partial free-space connections

Goals:
- development, construction, operation and provision of a heterogeneous quantum-safe
communication network for research and evaluation
- preparation of the seamless integration into today's network communications
- demonstration of the wide range of possible applications
- blueprint for the development of tailor-made, highly secure communication networks
Status:

testbed still under construction [0], project duration: 01/2021 — 12/2024

Participants:

German Aerospace Center, ID Quantique SA (IDQ), KEEQuant GmbH, Ludwig-Maximilians-Universitdt
Miinchen, Quantum Optics Jena GmbH, Rohde & Schwarz Cybersecurity GmbH, Secunet Security
Networks AG, University of the Federal Armed Forces Munich

Websites and articles: project website

- [0] general press release on QKD 2023-11-21

- communication on the development of a KMS 2023-01-05

- press release on the commissioning of a QKD device from Quantum Optics Jena 2022-06-23
- press release on the commissioning of the first section 2021-12-07

Further information and papers:

- project info Rohde & Schwarz Cybersecurity GmbH



https://www.unibw.de/muquanet
https://www.bwi.de/magazin/artikel/mit-quantum-key-distribution-zu-sicherer-kommunikation
https://www.digitalbusiness-cloud.de/verschluesselungsverfahren-munich-quantum-network-entwickelt-quantensichere-methode-a-9ec0d172cb36d702933a464d2543169a/
https://www.unibw.de/home/news/2022/blaupause-fuer-den-aufbau-hochsicherer-kommunikationsnetze
https://dtecbw.de/home/presse/pressemitteilungen/211216_pressemitteilung_muquanet.pdf
https://www.rohde-schwarz.com/de/loesungen/cybersicherheit/about-us/research/muquanet_255052.html
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Niedersachsen Quantum Link

Description:
long-range QKD connection between Braunschweig and Hanover (approx. 80 km); EB QKD (Quantum
Optics Jena) and DV QKD

Goals:
- demonstration of the time- and frequency-stable transmission of single photons
- field test of quantum photonic semiconductor devices in long-distance quantum
communication networks
Status:

active, project duration (QR.X): 08/2021 - 07/2024

Participants:
Leibniz Universitdt Hannover, Physikalisch-Technische Bundesanstalt, Quantum Optics Jena GmbH,;
Part of QR.X

Websites and articles:

- press release on the start of operations 2023-12-18
- initial press release 2021-10-28

Further information and papers:

- paper on a BB84 experiment with a semiconductor quantum dot 07/2024



https://www.ptb.de/cms/service-seiten/news/forschungsnachricht.html?tx_news_pi1%5Bnews%5D=13105&tx_news_pi1%5Bcontroller%5D=News&tx_news_pi1%5Baction%5D=detail&tx_news_pi1%5Bday%5D=18&tx_news_pi1%5Bmonth%5D=12&tx_news_pi1%5Byear%5D=2023&cHash=161c46a0d76e69902f7e9e352326d81d
https://www.uni-hannover.de/de/universitaet/aktuelles/online-aktuell/details/news/bmbf-foerdert-die-erste-quantenkommunikationsverbindung-in-niedersachsen-mit-2-millionen-euro/
https://doi.org/10.1038/s41377-024-01488-0
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OpenQKD Testbed Berlin/Berlin Quantum Communication
Testbed

Description:

QMAN with several nodes in the research and development network of Deutsche Telekom AG in
Berlin (>60 km in total); OpenQKD Testbed Berlin: (Point-to-Point) DV QKD (/DQ, Toshiba); Berlin
Quantum Communication Testbed: Multiuser DV QKD (VeriQloud)

Goals:

- demonstration of the integration of QKD into existing network infrastructure for hybrid
encryption: various commercial encryption systems, KMS from Deutsche Telekom AG
(OpenQKD Testbed Berlin)

- guantum-safe 5G: PQC for 5G and QKD for securing fibers (OpenQKD Testbed Berlin)

Status:
active, project duration (OpenQKD): 09/2019 - 03/2023

Participants:
Adva, Deutsche Telekom AG, ID Quantique SA (IDQ), SENETAS, Toshiba, VeriQloud; Part of OpenQKD

Websites and articles:

- press release on the opening of the Quantum Lab 2023-09-04
- press release on experiment with VeriQloud 2023-05-30
- article on OpenQKD Testbed Berlin 2021-08-27

Further information and papers:

- paper containing details on OpenQKD Testbed Berlin 01/2024
- paper with details on VeriQloud QKD 04/2023
- paper with details on OpenQKD Testbed Berlin 05/2022



https://www.mobileeurope.co.uk/deutsche-telekom-opens-quantum-research-lab-in-berlin/
https://www.telekom.com/en/company/details/quantum-networks-tested-in-metropolitan-areas-1040200
https://digitaleweltmagazin.de/die-deutsche-telekom-erprobt-prototypisch-quantencomputing-und-quantenkommunikationsanwendungen/
https://doi.org/10.48550/arXiv.2311.08038
https://doi.org/10.48550/arXiv.2304.01881
https://ieeexplore.ieee.org/document/9738354
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QUBE/QUBE Il

Description:
LEO QKD CubeSat and associated ground infrastructure; Satellite DV QKD

Goals:

- development of miniaturized (commercial) hardware for QKD satellites based on CubeSats
- construction of a ground station

Status:
launch of demonstration satellite planned for 07/2024 but postponed indefinitely, project duration
(QUBE): 08/2017 - 07/2020, project duration (QUBE I1): 01/2022 - 12/2025

Participants:

German Aerospace Center (DLR), Friedrich-Alexander-Universitét Erlangen-Niirnberg, Ludwig-
Maximilians-Universitét Miinchen, Max Planck Institute for the Science of Light, OHB System AG,
Zentrum fiir Telematik e.V.

Websites and articles: QUBE project website, QUBE Il project website

- article about planned satellite launch 2024-07-11

Further information and papers:

- DLR presentation on ongoing satellite QKD projects 2023-09-13
- paper with details on QUBE 1109/2022

- paper with details on QUBE 2018

- QUBE Il'in Nanosats Database

- QUBE in Nanosats Database

- article on different QKD CubeSat project 2024-03-26

10


https://eu.floridatoday.com/story/news/2024/07/12/spacex-falcon-9-failure-faa-grounds-rockets-cape-canaveral-florida/74384300007/
https://www.forschung-it-sicherheit-kommunikationssysteme.de/projekte/qube
https://www.forschung-it-sicherheit-kommunikationssysteme.de/projekte/qube-2
https://www.raumfahrer.net/globale-quantenverschluesselung-nano-satellit-qube-startet-ins-all/
https://www.nasa.gov/smallsat-institute/community-of-practice/dlrs-solutions-for-optical-communication-on-cubesats/
https://cris.fau.de/publications/310706964/
https://api.semanticscholar.org/CorpusID:55803127
https://www.nanosats.eu/sat/qube-2
https://www.nanosats.eu/sat/qube
https://www.raumfahrer.net/iof-mini-satellit-soll-quantenkommunikation-ins-all-bringen/
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Europe

Europe is strongly positioned in the field of (basic) research. QKD is part of the major European
research initiatives Quantum Flagship and Horizon Europe and there have been or are some special
projects such as OpenQKD and the EuroQCl Initiative (part of Digital Europe), which aim to build QKD
testbeds or (cross-border) infrastructure.

While in some countries, such as Italy, Poland, Spain and England, there are many start-ups and/or
already pronounced activities in the QKD environment, other countries such as Germany and France
are rather sluggish.

The following overview presents some of the more advanced QKD projects on the European
continent in detail. In addition, the GEANT whitepaper QKD Concepts and Considerations from 2024
also presents some other QKD projects in the EuroQCl context.

11


https://cordis.europa.eu/project/id/857156/de
https://digital-strategy.ec.europa.eu/en/policies/european-quantum-communication-infrastructure-euroqci
https://resources.geant.org/wp-content/uploads/2024/02/GN5-1_White-Paper_QKD-Concepts-and-Considerations.pdf
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Austria: QCICAT

Description:
long-range QKD connections with Trusted Nodes between Insbruck, Vienna, Graz (>200 km in total)
and QMANSs in Vienna and Graz; DV QKD (/DQ, Toshiba and ThinkQuantum)

Goals:
- QKD secured communication between authorities (Government QKD in Vienna, QCICAT)
- secure exchange of medical data between clinics and data center with various QKD systems
(Medical QKD in Graz)
- research on the combination of QKD with PQC, long-range QKD with Trusted Nodes and field
experiments with quantum repeaters (QCICAT)
Status:

testbeds still under construction but already demonstration experiments and previous testbeds,
project duration (OpenQKD): 09/2019 - 03/2023

Participants:

ACONET, AIT, dacoso GmbH, fragmentiX Storage Solutions GmbH, ID Quantique SA (1DQ),
Landeskrankenhaus Graz Il — West, Medical University Graz, Quantum Technology Laboratories
GmbH, Graz University of Technology, ThinkQuantum, Toshiba, TU Wien, X-Net Services GmbH; Part
of EuroQCl and OpenQKD

Websites and articles: project website

- press release on successful demonstration 2023-04-11

- ACONET press release on Austrian quantum internet project AQUnet 2021-02-16; no more
up-to-date information can be found, probably now part of QCICAT!

- Toshiba press release on QKD for medical and government data applications

- press release on the use of /QD devices for medical data applications 2020-12-14

- press release on QKD for medical data applications 2020-10-10

Further information and papers:

- paper on QKD network in Vienna 05/2023

- paper on free-space EB QKD in Vienna 04/2023

- presentation slides on the exchange of medical data in Graz 05/2021
- paper on China-Austria satellite QKD 01/2018

- paper on SECOQC QKD network in Vienna 07/2009

12


https://qci-cat.at/
https://www.ots.at/presseaussendung/OTS_20230411_OTS0047/ait-quantenverschluesselungstechnik-fuer-hochsichere-behoerdenkommunikation-bild
https://www.tuwien.at/tu-wien/aktuelles/news/news/das-oesterreichische-quanten-internet
https://www.toshiba.eu/quantum/resources/ensuring-long-term-secure-government-and-medical-communications-with-qkd/
https://www.idquantique.com/openqkd-id-quantique-and-fragmentix-successfully-apply-qkd-for-a-medical-use-case/
https://fragmentix.com/pressrelease/openqkd/downloads
https://doi.org/10.1364/OFC.2023.W4K.1
https://doi.org/10.1103/PhysRevX.13.021001
https://www.itu.int/en/ITU-T/webinars/20210526/Documents/Andreas%20Poppe_Presentation.pdf?csf=1&e=ol42va
https://doi.org/10.1103/PhysRevLett.120.030501
https://iopscience.iop.org/article/10.1088/1367-2630/11/7/075001
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Czech Republic: CZQCl

Description:
long-range QKD connections with Trusted Nodes between Prague, Brno, Ostrava and some QMANs
(>330 km in total); presumably CV QKD

Goals:

- combination CV QKD and WR
- QKD secure communication between authorities

Status:
CESNET3 upgrade with QKD + T&F compatibility active, QKD use in planning, project duration:
01/2023 - 06/2026

Participants:
CESNET, e-INFRA CZ; Part of EuroQCl

Websites and articles: project information at CESNET

- press release on the expansion of the Czech research network 2023-05-30

Further information and papers:

- press release on commercial QKD test with Toshiba devices by CETIN 2023-11-06

13


https://www.cesnet.cz/en/science#czqci-czech-national-quantum-communication-infrastructure-20
https://www.cesnet.cz/en/about-us/press-releases-1/the-modernization-of-parts-of-the-cesnet2-optical-transmission-network-will-be-carried-by-cd-telematika-55
https://www.toshiba.eu/quantum/news/cetin-has-successfully-tested-an-optical-connection-secured-against-attacks-by-quantum-computers/
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EAGLE-1

Description:
European LEO QKD satellite project with associated ground infrastructure; Satellite DV QKD (Tesat)

Objectives:
long-range QKD for critical economic sectors, EU governments and institutions

Status:
satellite launch planned for 2024 [0], mission duration: 3a

Participants:
Airbus Netherlands B.V., Arianespace, ESA, ID Quantique SA (IDQ), SES, SITAEL, TESAT, TNO; Part of
EuroQCl, Horizon Europe and ARTES

Websites and articles: project information at ESA

- press release on ground station in Luxembourg 2023-11-15

- [0] press release on the use of /IQD QRNG 2023-05-31

- press release on successful tender of the satellite platform to SITAEL 2022-11-17
- early press release 2022-09-22

Further information and papers:

- website of Caramuel (planned European GEO QKD satellite project) 2023-12-26

14


https://www.esa.int/Applications/Connectivity_and_Secure_Communications/Eagle-1
https://www.ses.com/press-release/ses-led-eagle-1-onboards-tno-and-airbus-deliver-ground-station-quantum-key
https://www.idquantique.com/id-quantique-joins-eagle-1-europes-pioneering-quantum-key-distribution-initiative/
https://www.sitael.com/sitael-signs-deal-with-ses-to-deliver-satellite-platform-for-europes-eagle-1-quantum-cryptography-system/
https://www.ses.com/newsroom/eagle-1-advancing-europes-leadership-quantum-communications
https://connectivity.esa.int/projects/caramuel
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England: Commercial QMAN in London

Description:
commercial QMAN in London with three nodes in circular topology to which additional users can be
connected (>65 km in total); DV QKD (Toshiba)

Objectives:
commercial QKD network for the transport of encrypted data from the insurance and banking
industry

Status:
active

Participants:
BT, Ernst & Young, HSBC, Toshiba

Websites and articles:

- press release due to the participation of HSBC 2023-07-05

- article on the test of the commercial QKD network 2022-06-22

- press release on the start of the test of the commercial QKD network 2022-04-27
- initial press release 2021-10-05

Further information and papers:

- paper on QMAN in London 03/2023

15


https://www.hsbc.com/news-and-views/news/media-releases/2023/hsbc-becomes-first-bank-to-join-the-uks-pioneering-commercial-quantum-secure-metro-network
https://www.csoonline.com/article/573001/defending-quantum-based-data-with-quantum-level-security-a-uk-trial-looks-to-the-future.html
https://www.global.toshiba/ww/news/corporate/2022/04/news-20220427-01.html
https://www.global.toshiba/ww/news/corporate/2021/10/news-20211005-01.html
https://doi.org/10.1364/OFC.2023.W4K.4
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England: UKQN

Description:

long-range QKD connections partly with Trusted Nodes in the south of England between Ipswich,
Cambridge, London, Reading, Bristol with extension to Southampton (approx. 500 km in total) in the
National Dark Fibre Infrastructure Service. In addition, QMANs in Bristol (about 10 km in total) and
Cambridge (about 25 km in total) and QKD satellite; DV QKD (/DQ, Toshiba) but also research on CV
QKD and EB QKD

Goals:

- coexistence of QKD with classical data
- applications for 5G and Industry 4.0
- free-space and space-based QKD connections

Status:
active (no articles for or against can be found ...), satellite launch probably 2024, project duration
(Quantum Communication Hub): 2014 — 2024 + extension

Participants:
ADVA, BT, Fraunhofer UK, ID Quantique SA (IDQ), Toshiba, UK Space Agency, University of Bristol,
University of Kent and others

Websites and articles: project website

- press release on the planning of a ground station in Edinburgh 2024-01-24

- press release on the status of the QKD satellite 2023-08-22

- press release on the launch of a new national quantum strategy that secures further funding
2023-03-15

- initial press release on QKD application for Industry 4.0 2020-10-01

- press release on the commissioning of the UKQN 2020-09-28

Further information and papers:

- paper on QKD in submarine cable between England and Ireland 09/2023
- paper with overview of English QKD networks 03/2021
- paper on Bristol QMAN with 5G and SDN 06/2020
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https://www.quantumcommshub.net/
https://www.quantumcommshub.net/news/press-release-state-of-the-art-telescope-paves-way-for-space-tech-cluster-at-heriot-watt/?site=research-community
https://www.ralspace.stfc.ac.uk/Pages/exciting-milestones-for-speqtre.aspx
https://www.quantumcommshub.net/news/new-national-quantum-strategy-launched-alongside-commitment-of-2-5b-investment/?site=industry-government-media
https://www.quantumcommshub.net/news/new-national-quantum-strategy-launched-alongside-commitment-of-2-5b-investment/?site=industry-government-media
https://newsroom.bt.com/bt-and-toshiba-install-uks-first-quantum-secure-industrial-network-between-key-uk-smart-production-facilities/
https://www.quantumcommshub.net/news/quantum-network-demonstrated-by-hub-investigators-is-largest-of-its-kind/?site=research-community
https://doi.org/10.3390/e25121572
https://doi.org/10.1117/12.2578598
https://doi.org/10.1049/cp.2019.1033
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Greece: HellasQCl

Description:
QMANSs in Athens, Heraklion and Thessaloniki with long-range connections to optical ground stations
for QKD satellites; DV QKD

Goals:

- establishment of government, industry and one research testbed(s)

- applications in public services, healthcare, critical infrastructure, HPC and information and
communication technology

- development of new quantum technologies for future quantum internet

- training

- connection to European satellites QKD infrastructure

Status:
testbeds still under construction but already QMAN in Athens and preliminary investigations for
satellites QKD, project duration (HellasQCl): 01/2023 - 06/2025

Participants:
AUTH, FORTH, GRNET S.A., ICCS, ID Quantique SA (IDQ), Ministry of Digital Governance, MOH, NCSRD,
NKUA, NOA, Nokia, QUBI, SETU, SPH, UNILU, part of EuroQCl/

Websites and articles: project website

- article on QMAN in Athens with Nokia participation 2023-12-18

Further information and papers:

- paper on theoretical investigation of satellites QKD with small and mobile optical ground
stations 04/2024

- paper on QMAN in Athens with focus on SDN 03/2024

- paper on FTTH QKD experiment 01/2024

- paper with preliminary investigations on optical ground station for QKD 03/2022

- paper on theoretical investigations of satellite QKD 11/2021
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https://hellasqci.eu/
https://www.siliconrepublic.com/enterprise/nokia-quantum-safe-networks-greece-research
https://doi.org/10.1109/MAES.2024.3383817
https://doi.org/10.1109/MAES.2024.3383817
https://doi.org/10.48550/arXiv.2403.08526
https://doi.org/10.1109/JLT.2023.3303908
https://doi.org/10.1109/ICSOS53063.2022.9749712
https://doi.org/10.1109/ICSOS53063.2022.9749712
https://doi.org/10.3390/photonics8120544
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Ireland: IrelandQClI

Description:
long-range QKD connections between QMANSs in Dublin and Cork via Waterford (>250 km in total);
MDI QKD

Goals:

- integration of QKD into conventional communication networks
- studies on QKD applications in the public, industrial and academic sectors

Status:
testbeds still under construction, project duration (/relandQCl): 03/2023 - 09/2025

Participants:

ESB Telecoms, HEAnet, Maynooth University, South East Technological University, Trinity College
Dublin, University College Cork, University College Dublin, University of Galway, Walton Institute, part
of EuroQCl

Websites and articles: project website

- press release on the launch of IrelandQCl 2023-06-16
- press release on funding of industry-oriented testbed at the Walton Institute 2021-11-08

Further information and papers:

- paper on QKD in submarine cable between England and Ireland 09/2023
- CoQREATE United States-Ireland knowledge exchange project 2023-2025

18


https://irelandqci.ie/project-overview/
https://www.heanet.ie/news/heanet-partners-to-build-quantum-comms-network
https://waltoninstitute.ie/news-and-events/news/quantum-security-testbed-and-spectrum-analyser-the-latest-additions-to-the-suite-of-industry-services-at-walton-institute
https://doi.org/10.3390/e25121572
https://www.tcd.ie/eleceng/research/future-networks-and-communications/our-research/coqreate-centre-to-centre-us-ireland-cooperation/

WiN-Lab Research Version July 2024

Italy: QUID

Description:
long-range QKD (/talian Quantum Backbone) connections between QMANSs in Turin, Milan, Padua,
Trieste, Florence, Rome and Naples (a total of >1000 km); DV QKD and TF QKD

Goals:

- national QKD infrastructure

- european supply chain

- coexistence of QKD, classical data and WR

- connection to European (space-based) QKD connection

- investigations on usable optical fibers and free-space QKD
- practical applications

Status:

testbeds still under construction but already fiber optic infrastructure and (previous) field
experiments, project duration (QUID): 01/2023 - 06/2025, project duration (OpenQKD): 09/2019 -
03/2023

Participants:

ASl, Cohaerentia, GARR, Italian Metrological Institute, Leonardo, National Research Council,
Polytechnic University of Milan, QTI, TAS-1, Telespazio, Telsy, ThinkQuantum, TIM, TOP-IX, Toshiba,
University of Padua; Part of OpenQKD and EuroQCl

Websites and articles: project website, project information at INRiM

- press release on HD QKD field experiment 2024-03-07
- press release on Italy's plans within EuroQCl 2023-08-01
- press release on field experiment with TF QKD 2022-01-20

Further information and papers:

- paper on QKD in submarine cable between Malta and Sicily 09/2023
- paper on Industry 4.0 QKD application in Turin 04/2023

- paper on field experiment with TF QKD 01/2022

- paper on field experiment in Padua 11/2021

- paper on field experiment in Padua 06/2021

- paper on field experiment in Padua 12/2020
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https://quid-euroqci-italy.eu/
https://www.inrim.it/en/research/projects/quid
https://quid-euroqci-italy.eu/blog/2024/03/07/high-dimensional-qkd-in-field-deployed-multi-core-fibers-has-been-demonstrated/
https://alumni.polimi.it/en/2023/08/01/al-via-quid-la-rete-di-comunicazione-quantistica-italiana/
https://www.inrim.it/en/news/dimostrata-sul-campo-una-nuova-tecnica-la-crittografia-quantistica-fibra-ottica-lunga-distanza
https://doi.org/10.1103/PhysRevApplied.20.044052
https://doi.org/10.1049/qtc2.12074
https://doi.org/10.1038/s41467-021-27808-1
https://doi.org/10.1109/JLT.2021.3130447
https://doi.org/10.1038/s41534-021-00421-2
https://doi.org/10.1364/OL.422890
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Italy, Slovenia and Croatia: Inter-Europe QKD at G20
Conference

Description:
long-range QKD connection with Tusted Node in Postojna between Trieste, Ljubljana and Rijeka
(approx. 200 km in total); DV QKD (QTJ)

Objectives:
media-effective demonstration of QKD

Status:
completed field experiment

Participants:
Lightnet, National Institute of Optics CNR-INO, OiV, QTI, Sparkle, Stelkom, Technical University of
Denmark, University of Ljubljana, Telekom Slovenije d.d., TIM, University of Trieste

Websites and articles:

- article on successful demonstration 2021-08-05

Further information and papers:

- paper with additional details 12/2022
- subsequent demonstrations at European meetings:
o press release about demonstration with various European QKD manufacturers at the
Digital Assembly 2023 2023-06-19
o press release about demonstration with various European QKD manufacturers at
EQTC 2023-10-23
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https://qt.eu/news/2021/first-intergovernmental-quantum-communication
https://doi.org/10.1002/qute.202200061
https://www.luxquanta.com/mini-euroqci-qkd-setup-demonstrated-live-at-the-digital-assembly-stockholm-n-35-en
https://www.luxquanta.com/mini-euroqci-qkd-setup-demonstrated-live-at-the-digital-assembly-stockholm-n-35-en
https://www.luxquanta.com/multi-vendor-qkd-demonstration-luxquanta-at-eqtc-hannover-23-n-45-en
https://www.luxquanta.com/multi-vendor-qkd-demonstration-luxquanta-at-eqtc-hannover-23-n-45-en
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Netherlands: Commercial Port of Rotterdam QKD Network

Description:
commercial QKD network featuring a central hub and multiple parties in the port of Rotterdam (>30
km in total); Multiuser MDI QKD (Q*Bird)

Objectives:

cost-efficient and scalable commercial QKD network for data encryption at the Port of Rotterdam to
connect Port of Rotterdam Authority with Portbase and two or three other maritime logistics
companies

Status:
active

Participants:
Cisco, Eurofiber Nederland, InnovationQuarter, Intermax, Port of Rotterdam, Q*Bird, Single Quantum:;
Part of Quantum Delta NL Programme

Websites and articles:

- press release from Port of Rotterdam about the ongoing project 2024-05-14
- press release on Eurofiber's participation 2024-02-13

- article about used QKD protocol 2024-11-17

- article about project 2022-11-16

- initial press release 2022-10-03
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https://www.portofrotterdam.com/en/news-and-press-releases/consortium-parties-first-world-build-scalable-quantum-internet-connection
https://hostingjournalist.com/port-of-rotterdam-partners-with-eurofiber-for-quantum-encryption-project/
https://blog.qutech.nl/2022/11/17/do-it-safe-do-it-quantum/
https://www.ajot.com/insights/full/ai-new-quantum-system-will-create-untappable-communications-for-port-of-rotterdam
https://quantumdelta.nl/news/q-bird-announces-untappable-internet-for-port-of-rotterdam-offered-by-quantum-technology
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Netherlands: LUQCIA/QCINed

Description:
QMANSs near Eindhoven, in the province of Utrecht and between Amsterdam and The Hague each
with several nodes (approx. 95 km in total); EB QKD (QuTech) and DV QKD (/DQ)

Goals:

- national testbed for applied research on QKD (LUQCIA)

- space-based QKD connection (LUQCIA)

- use of quantum systems and networks to test quantum communication technologies and
integration into existing networks (QCINed)

- application development and testing (QCINed)

- test of long-range QKD and automation (QCINed)

- exchange of government data (QCINed)

Status:
testbeds still under construction but some sections already active and previous testbeds, project
duration (LUQCIA): 05/2022 - 05/2026, Project duration (QCINed): 01/2023 — 06/2025

Participants:
Eurofiber, ID Quantique SA, Juniper Networks, Interdisciplinary Centre for Security, Reliability and
Trust, QuTech/TU Delft; Part of EuroQCl and NextGenerationEU

Websites and articles: project information at TU/e, project information at Quantum Delta NL

- press release on successful demonstration 2023-07-07

- article about LUQCIA project 2023-06-08

- press release about delivery of /IDQ QKD devices for planned testbed 2022-08-26; no more
up-to-date information can be found!

- article about planned testbed 2022-07-08

- press release about QKD experiment 2022-06-22

Further information and papers:

- paper on MDI QKD field test in coexistence with classical data 01/2022
- paper on Eindhoven QKD Network Testbed with focus on SDN 09/2019
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https://research.tue.nl/nl/projects/towards-a-national-quantum-communication-infrastructure-in-the-ne
https://quantumdelta.nl/qcined
https://www.tue.nl/en/news-and-events/news-overview/successful-demonstration-of-first-quantum-secured-local-governmental-connection-in-the-netherlands
https://www.uni.lu/snt-en/news/securing-quantum-communications-a-talk-with-prof-symeon-chatzinotas/
https://www.idquantique.com/universitys-snt-will-build-the-first-testbed-for-quantum-communication-infrastructure-in-luxembourg/
https://www.datacenterdynamics.com/en/news/qutech-eurofiber-and-juniper-networks-partner-open-a-quantum-networking-testbed-in-the-netherlands/
https://qutech.nl/2022/06/22/linking-nodes-for-metropolitan-networks/
https://doi.org/10.1038/s42005-022-00964-6
https://doi.org/10.1109/ICTON.2019.8840238
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Poland: NLPQT/PIONIER-Q

Description:

expansion of the existing long-range QKD connection with five Trusted Nodes between Poznan and
Warsaw in the PIONIER research network and the QMAN in Poznan in the POZNAN research network
(approx. 380 km in total) with several nodes by additional QMANs and long-range QKD connections
to Krakow and Gdansk (>1000 km in total); DV QKD (/DQ, Toshiba)

Goals:
- integration of the QMAN in Poznan with the Poznan-Warsaw QKD connection (NLPQT)
- integration of QMANSs with long-range QKD connections (PIONIER-Q)
- connection of HPC centers to QKD infrastructure (PIONIER-Q)

Status:

NLPQT sections already active [0], project duration (OpenQKD): 09/2019 - 03/2023, project duration
(NLPQT): 11/2018 — 12/2023, project duration (PIONIER-Q): 02/2023 - 07/2025

Participants:
ID Quantique SA (IDQ), PIONIER Consortium Polish Optical Internet Poznan, Poznan Supercomputing
and Networking Center, Toshiba, University of Warsa; Part of EuroQCl and OpenQKD

Websites and articles: project information at EU Funding & Tenders Portal

- [0] article on Poland's plans within EuroQCl 2023-11-15

- press release on the use of /QD devices in Poland 2022-09-05

- press release on QKD link between Poznan and Warsaw 2022-06-15
- press release on the first Polish QKD deployment 2021-06-17

Further information and papers:

- paper with details on Poznan QMAN 01/2024
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https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/opportunities/projects-details/43152860/101091710/DIGITAL
https://connect.geant.org/2023/11/15/the-future-of-cybersecurity-quantum-internet-and-the-role-of-nrens-in-building-national-quantum-communication-infrastructure-enabling-robust-european-quantum-communications
https://www.idquantique.com/a-new-380-km-long-intercity-qkd-infrastructure-in-poland/
https://www.psnc.pl/nlpqt-launch-of-quantum-key-distribution-link-between-poznan-and-warsaw/
https://www.psnc.pl/psnc-continues-the-cryptographic-tradition-in-poznan-safe-quantum-communication-was-launched-in-the-city/
https://doi.org/10.48550/arXiv.2311.08038
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Poland and Czech Republic: Cieszyn — Ostrava - Connection

Description:
cross-border long-range QKD connection (approx. 75 km) between Cieszyn (Poland) and Ostrava
(Czech Republic); DV QKD (/DQ)

Goals:

- cross-border QKD connection
- coexistence of QKD and precise time transmission

Status:
no longer active (QKD verifiable 07/2021 — 04/2022: [0], [1]), project duration (OpenQKD): 09/2019 -
03/2023

Participants:

CESNET, e-INFRA CZ, ID Quantique SA (IDQ), IT4Innovations, PIONIER Consortium Polish Optical
Internet Poznan, Poznar Supercomputing and Networking Center, Technical University in Ostrava;
Part of OpenQKD

Websites and articles:

- [0] press release on successful QKD and T&F between Poland and the Czech Republic 2022-
04-28

- press release on the use of /QD devices for QKD between Poland and the Czech Republic
2021-09-01

- press release on successful QKD between Poland and the Czech Republic 2021-08-17

- [1] press release on the first Czech QKD and successful QKD between Poland and the Czech
Republic 2021-07-19

Further information and papers:

- paper on cross-border QKD connection and precise time transmission 10/2022
- presentation slides on cross-border QKD connection 2021-10-15
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https://cesnet.cz/en/about-us/press-releases-1/cesnet-successfully-transmits-precise-time-and-frequency-in-parallel-with-quantum-keys-qkd-38
https://cesnet.cz/en/about-us/press-releases-1/cesnet-successfully-transmits-precise-time-and-frequency-in-parallel-with-quantum-keys-qkd-38
https://www.idquantique.com/poznan-supercomputing-collaboration/
https://www.idquantique.com/poznan-supercomputing-collaboration/
https://www.psnc.pl/international-link-using-quantum-key-distribution-technology-on-the-ostrava-cieszyn-route-a-successful-test-of-the-new-technology-as-part-of-the-openqkd-project/
https://cesnet.cz/en/about-us/press-releases-1/prvni-mezimestsky-kvantovy-prenos-klicu-v-cr-nejbezpecnejsi-sifrovana-komunikace-25
https://cesnet.cz/en/about-us/press-releases-1/prvni-mezimestsky-kvantovy-prenos-klicu-v-cr-nejbezpecnejsi-sifrovana-komunikace-25
https://doi.org/10.1117/12.2633616
https://events.geant.org/event/1006/contributions/836/attachments/564/759/Ostrava-Cieszyn_QKD_infoshare.pdf
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Spain: MadQCl

Description:
QMAN in Madrid with over 10 nodes (approx. 100 km in total); DV QKD (Toshiba, IDQ) and CV QKD
(Huawei, AIT), partly multiuser QKD while avoiding Trusted Nodes through passive optical switches

Goals:

- establishment of a European quantum communication infrastructure (connection via space-
based QKD connection)

- hardware and software development for QKD

- coexistence with existing classic infrastructure

- SDN design principle

- practical applications, e.g. for network security, protection of critical infrastructure and e-
health services

Status:
testbed for application network under construction but already previous testbeds, project duration
(MadQ-CM): 01/2022 - 05/2025, project duration (OpenQKD): 09/2019 - 03/2023

Participants:

AIT, Autonomous University of Madrid, Huawei, ID Quantique SA, IMDEA Networks Foundation,
IMDEA Software Institute, National Institute for Aerospace Technology, Polytechnic University of
Madrid, REDIMadrid, Spanish Metrology Center, Telefonica, Toshiba, Complutense University of
Madrid, Vithas Foundation; Part of EuroQCl, MadQ-CM and OpenQKD

Websites and articles: MadQ-CM website, EuroQC| Spain website

article on planned MadQCI network 2023-04-21

article on planned MadQCl network 2023-04-20

press release on launch of MadQ-CM 2023-03-16

- Huawei press release on QKD network field experiment with SDN 2018-06-14

Further information and papers:

- paper on MadQCl with a focus on passive optical switches 09/2023
- paper on MadQCl with a focus on SDN 08/2023
- paper on MadQcCl 07/2021
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https://networks.imdea.org/projects/madquantum-cm/
https://euroqci-spain.eu/
https://worldquantumday.org/events/madqci-the-next-generation-of-metropolitan-quantum-networks/
https://thequantuminsider.com/2023/04/20/a-kick-start-for-madrid-quantum/
http://www.ccs.upm.es/news/the-madq-cm-project-kicks-off-the-launch-of-the-madqci-metropolitan-sized-quantum-cybersecurity-network/
https://www.huawei.com/en/news/2018/6/telefonica-huawei-upm-field-trial
https://doi.org/10.1140/epjqt/s40507-023-00194-x
https://doi.org/10.1109/ICTON59386.2023.10207295
https://ieeexplore.ieee.org/document/9489848
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International

China is the clear global leader regarding research, development and practical(!) use of QKD system:s.
America has focused mainly on PQC and quantum computing in recent years, but there are also some
projects for the transmission of entangled photons and the development of quantum memories and
repeaters.

Other Asian countries such as South Korea or Singapore also have very advanced QKD programs,
some of which are already taking on commercial dimensions. India, which is also investing in QKD, is
still relatively in its infancy.
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America
- review article on QKD networks in America 2023-03-23
- article on American focus on quantum computers vs. Chinese focus on (satellite) QKD 2020-
09-18

Commercial networks:
EPB Quantum Network

Description:

commercial quantum network in circular topology to connect up to 10 user nodes (>10 km in total)
for the distribution of entangled photons in Chattanooga based on the Bohr-IV quantum network
architecture

Status:
active

Participants:
AliroNet, DiCon FiberOptics, EPB, Oak Ridge National Laboratory, Quantum Opus, Qubitekk, Qunnect,
University of Tennessee

Websites and articles: project website

- article about validation experiments by Qunnect 2023-12-20

- article about the goals of the EPB Quantum Network 2023-10-10
press release on commercial availability 2023-07-25

initial press release 2022-11-29

GothamQ

Description:
commercial quantum network in New York with nodes in Brooklyn Navy Yard, Manhattan and
Queens for the distribution of entangled photons (>40 km in total)

Status:
so far only demonstration experiments on the transmission of entangled photons

Participants:
New York University, Qunnect

Websites and articles:

- article on stable distribution of entangled photons in commercial optical fibers in New York
2024-04-15
- article on expansion of used fiber network to Manhattan 2023-09-14

Phio

Description:
commercial long-range QKD network with Trusted Nodes between Washington, New Jersey and New
York (>350 km in total); DV QKD (/DQ)

Status:
commissioning in mid-2018; now decommissioned due to lack of commercial interest
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https://www.networkworld.com/article/972060/commercial-quantum-networks-inch-closer-to-primetime.html
https://www.brookings.edu/articles/the-state-of-u-s-china-quantum-data-security-competition/
https://www.brookings.edu/articles/the-state-of-u-s-china-quantum-data-security-competition/
https://doi.org/10.48550/arXiv.2211.14871
https://doi.org/10.48550/arXiv.2211.14871
https://quantum.epb.com/
https://thequantuminsider.com/2023/12/20/qubitekk-powered-epb-quantum-network-adds-qunnect-as-first-customer-for-quantum-collaboration/
https://www.hpcwire.com/2023/10/10/epb-offers-commercial-quantum-network-for-quantum-developers/
https://epb.com/newsroom/press-releases/epb-quantum-network-accepting-applications/
https://epb.com/newsroom/press-releases/epb-and-qubitekk-launch-commercial-quantum-network-to-accelerate-development-and-adoption-of-quantum-products/
https://www.prnewswire.com/news-releases/qunnect-achieves-record-breaking-performance-for-distributing-polarization-qubits-on-gothamq-network-in-nyc-302116594.html
https://www.prnewswire.com/news-releases/qunnect-achieves-record-breaking-performance-for-distributing-polarization-qubits-on-gothamq-network-in-nyc-302116594.html
https://www.hpcwire.com/off-the-wire/nyu-and-qunnect-unveil-16-km-quantum-networking-link/
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Participants:
IDQ, Quantum Xchange

Websites and articles:

- press release by Quantum Xchange about the first commercial QKD network in America
between New York and Washington, which has since been shut down 2019-24-07

Testbeds:
DC-QNet
Description:

guantum network for the distribution of entangled photons between 6 government organizations in
Washington (approx. 230 km in total)

Status:
fiber infrastructure already built but unclear whether already active use

Participants:
Army Research Laboratory, Laboratory for Telecommunication Sciences, Naval Research Laboratory,
NASA, National Institute of Standards and Technology, U.S. Naval Observatory

Websites and articles: overview poster 2022-08-20

- NIST press release with recommendations 2023-09-01
- initial press release 2022-06-27

Further information and papers:

- paper on studies on time synchronization 05/2024

IEQNET/AQNET-SD/InterQnet

Description:

long-range quantum connections for the distribution of entangled photons between (campus
guantum networks in) Argonne National Laboratory, Fermilab, Chicago and University of lllinois
(>300 km in total)

Status:
active network between Argonne National Lab, Fermilab and Chicago, connection to University of
llinois in planning

Participants:
Argonne National Laboratory (ANL), Caltech, Chicago Quantum Exchange, Fermilab, HyperLight,
Northwestern University, NuCrypt, Starlight, University of Chicago, University of Illinois

Websites and articles:

- press release about funding for InterQnet (ANL campus quantum network) 2023-10-16

- press release about funding for AQNET-SD (improvement and expansion of the existing
guantum network between ANL and Fermilab) 2023-10-16

- press release with details about /EQNET 2023-02-02

- press release on the use of Toshiba DV QKD devices 2022-04-19

- press release on the exchange of entangled photons between Chicago and ANL 2020-02-19
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https://quantumxc.com/press-release/quantum-xchange-and-id-quantique-make-ultra-secure-quantum-networks-a-reality-for-leading-u-s-industries/
https://quantumxc.com/press-release/quantum-xchange-and-id-quantique-make-ultra-secure-quantum-networks-a-reality-for-leading-u-s-industries/
https://tempo.gsfc.nasa.gov/static-files/DC-QNet%20at%20WQRN%202022%208-20-22-letter.pdf
https://www.nist.gov/news-events/news/2023/09/nists-quantum-experts-present-ways-improve-washington-dc-quantum-network
https://www.nrl.navy.mil/Media/News/Article/3060477/nrl-announces-the-washington-metropolitan-quantum-network-research-consortium-d/
https://ntrs.nasa.gov/citations/20240006245
https://www.anl.gov/article/argonne-to-receive-new-funding-to-develop-quantum-networks
https://news.fnal.gov/2023/10/fermilab-receives-doe-funding-to-further-develop-nationwide-quantum-network/
https://news.fnal.gov/2023/10/fermilab-receives-doe-funding-to-further-develop-nationwide-quantum-network/
https://news.fnal.gov/2023/02/nobel-winning-experiment-enables-fermilab-led-quantum-network/
https://news.toshiba.com/press-releases/press-release-details/2022/Toshiba-Chicago-Quantum-Exchange-Partner-to-Activate-Quantum-Network-between-University-of-Chicago-Argonne-National-Laboratory/default.aspx
https://www.anl.gov/article/argonne-and-uchicago-scientists-take-important-step-in-developing-national-quantum-internet
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Further information and papers:

- paper with details on JEQNET 11/2022

Long Island Quantum Internet Testbed

Description:

guantum network (mainly) for the distribution of entangled photons with 6 nodes in Long Island over
fiber optics and free-space (approx. 420 km in total), possibly with a long-range connection to AFRL
(>330 km)

Status:
sections already active, connection to AFRL under consideration

Participants:
Air Force Research Laboratory (AFRL), Brookhaven National Laboratory (BNL), ESnet, Stony Brook
University (SBU)

Websites and articles: overview of (planned) testbed (probably as of end 2020)

- press release on cooperation between AFRL and BNL 2024-01-26

- press release on funding 2022-11-29

- press release on new BNL research building and planned free-space connection 2022-05-18
- press release on the exchange of entangled photons between SBU and BNL 2020-07-23

- press release on previous campus quantum network testbed 2019-04-08

Further information and papers:

- paper on quantum link between SBU and BNL 01/2024

National Plan

Description:
coordination of already existing quantum network projects for the distribution of entangled photons,
5 steps to a national quantum internet:

verification of secure protocols

campus/metro entanglement distribution

entanglement distribution via entanglement swapping between cities
entanglement distribution between states via quantum repeaters
multi-institutional ecosystem based on the 17 DOE national laboratories for
transition from demonstration to operational infrastructure

O O O O O

Participants:
Argonne National Laboratory, Brookhaven National Laboratory, Department of Energy (DOE), ESnet,
Fermilab, Lawrence Berkeley National Laboratory, Oak Ridge National Laboratory

Websites and articles: blueprint for national quantum internet

- press release on DOE's blueprint for national quantum internet 2020-07-23

29


https://doi.org/10.1109/TQE.2022.3221029
https://www.stonybrook.edu/commcms/CDQP-Inaugural-Workshop/About_the_Center/Testbed
https://www.afrl.af.mil/News/Article-Display/Article/3656240/afrl-brookhaven-national-laboratory-sign-mou-to-strengthen-quantum-communicatio/
https://news.stonybrook.edu/university/sbu-awarded-6-5m-grant-to-build-a-new-quantum-internet-test-bed/
https://www.bnl.gov/newsroom/news.php?a=119602
https://www.bnl.gov/newsroom/news.php?a=117346
https://news.stonybrook.edu/facultystaff/research-team-builds-quantum-network-with-long-distance-entanglement-experiment/
https://doi.org/10.48550/arXiv.2101.12742
https://www.osti.gov/servlets/purl/1638794
https://www.es.net/news-and-publications/esnet-news/2020/new-doe-blueprint-to-pave-the-way-for-a-nationwide-quantum-internet/
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China: National QKD Network

Description:

long-range QKD connections with over 32 trusted nodes between QMANSs in Beijing, Jinan, Hefei and
Shanghai (>2000 km in total) with connection to satellite QKD (as of 2021, probably much larger
today and in use); DV QKD, EB QKD and in the meantime probably also CV QKD and TF QKD

Goals:

- (intercontinental) space-based QKD connections

- connection of over 150 users

- use of commercial QKD products for practical applications (connection of government,
banks, hospitals and research institutions) in a practical network topology with over 20
simultaneous users

- national QKD backbone

- PQC for authentication, QKD for long-term data security

- replacing Trusted Nodes with Switches in QMANs

Status:

QKD network already active since 2016 and planned expansions probably completed (schedule given
in [0] but hardly any up-to-date information about QKD networks can be found - > politics?!), satellite
Miicius still active, additional satellite Jinan-1 active and satellite network with compact ground
stations planned

Participants:
CAS, China Cable Network Co, Chinese University of Science and Technology, Hefei Institutes of
Physical Science, Jinan Institute of Quantum Technology, QuantumCtek Co. Ltd.

Websites and articles:

article on QKD in the China-America political context 2024-02-02

- article about space-based QKD connection between China and Russia with Micius 2024-01-02
- article about planned Chinese QKD satellites 2023-06-03

- article about planned Chinese QKD satellite network 2023-03-10

- article about QKD experiments on Tiangong-2 2022-08-19

- article about EB QKD with Micius 2020-06-25

- announcing article about USTC Network 2016-10-26

Further information and papers:

- paper on 1000 km TF QKD 05/2023

- [0] presentation slides on QKD in China 14-02-2023
- paper on QMAN with 46 nodes in Hefei 09/2021

- paper on USTC network 06/2021

- paper on China-Austria satellite QKD 01/2018
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https://www.yalejournal.org/publications/chinas-quantum-ambitions
https://thequantuminsider.com/2024/01/02/report-china-and-russia-test-quantum-communication-link/
https://asiatimes.com/2023/06/china-to-boost-quantum-research-in-space/
https://spacenews.com/china-is-developing-a-quantum-communications-satellite-network/
https://www.supercomputingonline.com/latest/61922-chinese-researchers-demo-quantum-key-distribution-between-space-lab-four-ground-stations
https://www.scientificamerican.com/article/china-reaches-new-milestone-in-space-based-quantum-communications/
https://spectrum.ieee.org/chinas-2000km-quantum-link-is-almost-complete
https://doi.org/10.1103/PhysRevLett.130.210801
https://docbox.etsi.org/Workshop/2023/02_QUANTUMSAFECRYPTOGRAPHY/TECHNICALTRACK/WORLDTOUR/CASQUANTUMNETWORK_QI.pdf
https://doi.org/10.1038/s41534-021-00474-3
https://doi.org/10.1038/s41586-020-03093-8
https://doi.org/10.1103/PhysRevLett.120.030501
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India: National Quantum Mission

Description:

long-range QKD connections between cities (several hundred km in total), QMANSs with several nodes
and satellites QKD between ground stations in India and with other countries; EB QKD and probably
DV QKD (QNu Labs)

Goals:

- space-based QKD connections
- QKD applications for the military
- technology and knowledge development in the quantum sector

Status:
QKD networks and connections planned but already demonstration experiments, QKD satellite in
planning, project duration (NQM): 2023 - 2030

Participants:
C-DoT, DOS, DRDO, IIT Delhi, ISRO, PRL, QNu Labs, SAC

Websites and articles:

article on announcement of a QKD satellite 2023-07-10

- article on QKD testbed in New Delhi and public call for pentest 2023-03-27

- article about Indo-American quantum agreement 2023-02-08

- press release on intention to purchase QNu Labs QKD equipment by the Indian army 2022-
08-14

- press release on long-range QKD demonstration experiment 2022-02-23

- article on free-space EB QKD demonstration experiment 2022-02-03

Further information and papers:

- review article on the situation of quantum technology in India 2023-11-12
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https://thequantuminsider.com/2023/07/10/indian-space-research-organization-plans-to-launch-quantum-secure-communications-satellite/
https://www.iotworldtoday.com/industry/india-launches-quantum-telecommunications-network
https://www.iotworldtoday.com/industry/us-india-launch-joint-quantum-initiative
https://pib.gov.in/PressReleasePage.aspx?PRID=1851732
https://pib.gov.in/PressReleasePage.aspx?PRID=1851732
https://pib.gov.in/PressReleasePage.aspx?PRID=1800648
https://thequantuminsider.com/2022/02/03/indian-scientists-demonstrate-wireless-quantum-key-distribution-over-300-meters/
https://quantumcomputingreport.com/the-indian-quantum-ecosystem-2022-2023-executive-summary/
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Japan: Tokyo QKD Network

Description:

expansion of the existing QMAN with Trusted Nodes in Tokyo (approx. 220 km in total) to a national
network by setting up QMANSs in different cities and connecting through terrestrial and space-based
QKD (>1000 km in total); DV QKD (Toshiba)

Goals:

Status:

development of open testbeds for industry, universities and research institutes
space-based QKD connections

application-oriented investigations: financial data, medical data, combination of quantum
cryptography with classical network technology

Tokyo QKD Network has been active since 2010 and is being expanded, national expansion is
planned, demonstration experiments with QKD satellites

Participant:

Melco Holdings Inc., NEC Corporation, NICT, NTT DATA Corporation, SKY Perfect JSAT Corporation,
SoftBank Corporation, Tohoku University Hospital, ToMMo, Toshiba Corporation, University of Aizu,
ZenmuTech

Websites and articles: website of the Quantum ICT Collaboration Center

article on expansion of Tokyo QKD Network 2023-12-18

press release on QKD-VPN experiment 2023-09-20

press release on the successful launch of a QKD device to the ISS 2023-08-07

press release on QKD demonstration experiment with distributed medical data 2022-12-28
press release on QKD demonstration experiment with financial data in the Tokyo QKD
Network 2022-01-17

press release on QKD demonstration experiment with financial data in the Tokyo QKD
Network 2020-10-22

Further information and papers:

presentation slides on Tokyo QKD Network and planned expansion into a national network
2023-07-24
paper on commercial aspects of satellite QKD (in Japan) 04/2022
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https://www2.nict.go.jp/qictcc/en/
https://www2.nict.go.jp/qictcc/en/news/20231218.html
https://www.softbank.jp/en/corp/news/press/sbkk/2023/20230920_01/
https://www.skyperfectjsat.space/en/news/detail/notice_of_successful_launch_of_the_quantum_cryptography_optical_communication_device.html
https://www.nict.go.jp/en/press/2022/12/28-1.html
https://www.toshiba.eu/quantum/news/successful-joint-verification-test-for-low-latency-transmission-of-highly-confidential-data-using-quantum-cryptography-for-large-volume-financial-transaction-data/
https://www.toshiba.eu/quantum/news/successful-joint-verification-test-for-low-latency-transmission-of-highly-confidential-data-using-quantum-cryptography-for-large-volume-financial-transaction-data/
https://www.nec.com/en/press/202010/global_20201022_01.html
https://www.nec.com/en/press/202010/global_20201022_01.html
https://www.itu.int/en/ITU-T/Workshops-and-Seminars/2023/0724/Documents/Kenyoshi.pdf
https://www.itu.int/en/ITU-T/Workshops-and-Seminars/2023/0724/Documents/Kenyoshi.pdf
https://doi.org/10.1109/ICSOS53063.2022.9749727
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Singapore: National Commercial QKD Network: NQSN

Description:
redundant national QMAN in Singapore (>60 km in total) and QKD satellite; DV QKD (/DQ, SpeQtral)

Goals:

- national commercial QKD network of at least two operators
- international space-based QKD connections

Status:
NQSN sections already active, satellite launch expected in 2024

Participants:
CQT, ID Quantique SA (1DQ), SingTel, SpeQtral, SPTel, ST Telemedia Global Data Centres

Websites and articles: NQSN website

- press release on SingTel's participation in NQSN+ 2023-11-30

- press release on participation of SpeQtral and SPTel in NQSN+ 2023-11-15

- article on NQSN+ launch 2023-06-08

- article on data center application of NQSN 2023-06-05

- press release by SpeQtral on QKD satellite 2022-11-16

- press release on demonstration of EB QKD in commercial optical fibers 2020-11-06

Further information and papers:

- paper on commercial QKD /Psec test between JPMorgan Chase data centers with Toshiba
devices 05/2024
- paper on NQSN 03/2024
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https://www.nqsn.sg/
https://www.singtel.com/about-us/media-centre/news-releases/singtel-to-develop-singapore-s-first-nationwide-quantum-safe-net
https://speqtralquantum.com/newsroom/speqtral-and-sptel-appointed-to-build-nqsn-singapores-first-nationwide-quantum-safe-network
https://techwireasia.com/06/2023/singapore-southeast-asias-quantum-safe-networks/
https://www.quantumlah.org/about/highlight/2023-06-nqsn-st-telemedia-global-data-centres
https://speqtralquantum.com/newsroom/speqtral-and-rhea-group-partner-to-develop-first-quantum-safe-link-between-singapore-and-europe
https://www.quantumlah.org/about/highlight/2020-11-qkd-commercial-fibre
https://doi.org/10.48550/arXiv.2405.04415
https://doi.org/10.48550/arXiv.2405.04415
https://doi.org/10.1049/icp.2023.2529
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South Korea: Commercial QKD Network

Description:
long-range QKD connections with Trusted Nodes between Seoul, Daejeon and Busan and presumably
QMANSs to connect e.g. government organizations (> 800 km in total); DV QKD (/DQ, Toshiba)

Goals:

- investigations on Quality of Service in heterogeneous QKD connections
- encryption of government communications
- QKD-as-a-Service

Status:
active

Parties:
Alian, Coweaver, ID Quantique SA (IDQ), SK Broadband, KT Corporation, TDSL, Toshiba Corporation,
Toshiba Digital Solutions Corporation, WooriNet

Websites and articles:

article on certification of a KMS 2023-11-07

- IDQ press release on cooperation with SKT 2023-10-12

- article on commercial QKDaa$ offer 2023-09-06

- article on planned QKD commercialization 2023-03-10

- press release on the use of /QD KMS for nationwide QKD network 2022-07-19
- Toshiba press release on planned QKD activity in Korea 2022-03-28

Further information and papers:

- paper on Quality of Service investigations 10/2022
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https://thereadable.co/quantum-cryptographic-device-passes-south-koreas-security-testing-for-the-first-time/
https://www.idquantique.com/idq-and-sk-telecom-celebrate-5-years-of-collaboration/
https://www.koreatechtoday.com/quantum-security-arrives-in-south-korea-thanks-to-sk-broadband/
https://www.koreatechtoday.com/south-korea-to-commercialize-quantum-cryptography-communications/
https://www.idquantique.com/idq-and-sk-broadband-complete-phase-one-of-nation-wide-korean-qkd-network/
https://www.global.toshiba/ww/company/digitalsolution/news/2022/0328.html
https://doi.org/10.23919/SoftCOM55329.2022.9911280
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